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HEJIb34
1. Bcem moapsin cooOmaTh CBOIO YacTHYI HHMOpMamuio (HacTosimmue ums, (haMUIHIo,
TenedoH, azpec, HOMEp HIKOJIBI, a Takke (Gororpaduu cBOM, CBOEH CEMbU H JpYy3eii);
2. OTKpBIBaTh BIIOKEHHBIE (haiiIbl HIEKTPOHHOM IMOYTHI, KOT/a HE 3HACIITh OTIPABUTEIIS;
3. I'pyOuts, mpuaupaThCs, OKa3bIBATh TABICHNUE — BECTH CE€0s1 HEBEXKIIMBO U arpeCCUBHO;
4. He pacnopsokaiics AeHbraMH TBOEH CEeMbU 0€3 pa3pelieHHs CTapliuX — BCeraa
CIpalvBay poaUTENEH;
5. He Bcrpeuaiics ¢ VHTepHET-3HAaKOMBIMM B pEaIbHOM JKU3HU - IIOCOBETYMCS €O
B3POCIIBIM, KOTOPOMY JOBEPSELIb.
OCTOPOXHO
1. He Bce numyt npasay. Yuraems o cebe Henpasny B MHTepHeTe — cooOmu 00 3ToM
CBOUM POJUTENSIM WM ONIEKYHaM;
2. TlpurnamaroT nmepenucrBaThCs, UTPaTh, 0OMEHUBATHCS — MIPOBEPH, HET JIU TTOABOXA,;
3. HezakonHoe xormmpoBanue (aitioB B IHTEpHETE — BOPOBCTBO;
4. Bcerma pacckasbpiBail B3pOCIBIM O MPOOJIeMax B CETH — OHH BCET/Ia TOMOTYT;
5. Hcnonw3yit HacTpoWku 0€30MacHOCTH W NPUBATHOCTH, YTOOBI HE TMOTEPATH CBOU
aKKayHTBI B COIICETSIX U IPYTHX MOpTaiax.
MOXHO
1. VYBaxail npyrux nosib3oBaresei;
2. Tlonw3yembcst THTEpHET-UCTOYHUKOM — JieJIail CCHUIKY Ha HETO,;
3. OTKpbIBaii TOJBKO T€ CCHIJIKU, B KOTOPHIX YBEPEH;
4. OOmaThscs 3a MOMOIIBIO B3POCIBIM — POJWUTENH, OMEKYHbI U aJIMUHHUCTpALUs CailTOB
BCET/1a MOMOTYT;
5. Tlpoitan o6ydyenue Ha caiite «CeTeBUYOK» U MOTYYH MacrnopT MUGPOBOTo rpakaaHuHa!



Hpunoxenne Ne2. UndopMannonHas naMaTKa s 00y4aOIIUXCs /151 pa3MelleHns Ha
opunmnaabHbiXx UHTEpHET-pecypcax

C KaXXIbIM TOJIOM MOJIOAEKH B MHTEPHETE CTAHOBUTHCS OOJIBbINIE, & IIKOJLHUKU OJTHU U3
CaMbIX AaKTHBHBIX IIOJIb30Barenel PyHera. Mexnay TeMm, NOMHUMO OIPOMHOIO KOJIMYECTBA
BO3MOJKHOCTEH, MHTEPHET HECET W MpoOJIeMbl. JTa MaMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJUTHCSI B CETH.

Komnvromepuvie supycoi

KoMmnbroTepHblii  BUpYC — 3TO  Pa3HOBUJHOCTb  KOMIBIOTEPHBIX  I[POTpaMM,
OTJIMYUTEILHOW OCOOEHHOCTBIO KOTOPOM SIBJISETCS CIHOCOOHOCTh K pa3MHOXKeHHI0. B
JIOTIOJTHEHUE K ATOMY, BUPYChl MOTYT MOBPEAUTH WM MOJHOCTbIO YHMUTOXXUTH Bce (ailiibl U
JaHHbIE, MOJKOHTPOJbHBIE IMOJIb30BATENI0, OT UMEHH KOTOPOro Oblja 3allylleHa 3apakEHHas
MporpaMmMa, a TaKKe MOBPEAUTh WM J1aKe YHUUTOXHUTh ONEPALOHHYIO CHUCTEMY CO BCEMH
¢aitinamu B 1iejoM. B GobIIMHCTBE CilydaeB pacipOCTpaHsSIOTCS BUPYChl YEPE3 UHTEPHET.

MeTo1bl 3a1IUTHI OT BPEJOHOCHBIX MPOTPaMM:

1. Hcnonb3yit coBpeMEeHHbIE ONEPALMOHHBIE CUCTEMbI, UMEIOUINE CEPbE3HBIH YPOBEHB
3alUTHI OT BPEJOHOCHBIX IPOTPAMM,;

2. TlocrossHHO ycTaHaBiHMBaii mauTH (IUGPOBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABIMBAIOTCA C IEJIbI0 JOPAaOTKU MPOTrpaMMbl) U JApyrue OOHOBIIEHUS CBOEH
omnepanroHHoi cucteMbl. CKauynuBail UX TOJIBKO ¢ OUITMATIBLHOTO caiiTa pazpaboTdymka
OC. Ecnu cymiecTByeT peskMM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. Pabotail Ha cBoeM KOMIBIOTEpE MOJI MPaBaMHU MOJIb30BATENs, a HE aAMUHUCTPATOPA.
DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTpamMM HHCTAIMPOBATHCS Ha
TBOEM IIEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonp3yil aHTUBHPYCHBIE MTPOTPAMMHBIE MPOTYKTHI U3BECTHBIX NMPOU3BOAUTENEH, C

ABTOMAaTHYECKUM OOHOBJICHHEM 0a3;

Orpannyb QU3NYECKUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIUIL;

6. Vcnonb3yii BHEIIHME HOCUTEIN MHPOPMAINK, TaKue Kak (hielika, TUCK Ui daiin u3
WHTEPHETA, TOJIBKO U3 MPOPEePEHHBIX HICTOYHUKOB;

7. He oTkpbiBail KOMIbIOTEpHbIE (ailiibl, MOJy4YEeHHbIE U3 HEHAAEKHBIX UCTOYHUKOB.
Jaxe Te aiisbl, KOTOpBIE MpHUCTAT TBOW 3HAKOMBIA. Jlydine yTroyHu y Hero,
OTIPABJISUI JIU OH TeOe uX.

o

Cemu WI-FI

Wi-Fi - 310 He BHJ nepeaun JaHHbBIX, HE TEXHOJIOTHsI, @ BCETO JIIIbL OpeHI, Mapka. Eme
B 1991 rony muaepnaniackas kommanus 3aperucrpuponana openn « WECA», uyto o6o3Havano
cioBocouetanue « WirelessFidelity», koTopblil mepeBoauTCs Kak «OecrpoBOAHAsS TOUHOCTBY.

Jlo Hamero BpeMeHHM Jolia jApyras aOOpeBuaTypa, KOTOpas sBISETCS Takod ke
TexHoJsiorueil. 9to abopeBuarypa « Wi-Fi». Takoe Ha3BaHue ObUIO 1aHO C HAMEKOM Ha CTaHJapT
BbICIIMi 3ByKOBOM TexHUKHU Hi-Fi, uTo B mepeBojie 03HauaeT «BBHICOKAs TOUHOCTHY.

I[a, OecIIaTHBIN HHTCPHET-AOCTYII B Ka(be, OTCIIX U adponopTax ABJIACTCA OTJIMYHOM
BO3MOKHOCTBIO BbIXOJIa B UHTCPHCT. Ho mHorme OKCIEPThI CUUTAKOT, YTO O6H.I€I[OCTy1'IHLIC Wi-

Fi cetu He saBisgroTCS 0€30II1aCHBIMU.

Cosetsl 10 Oe30macHOCTH padoTe B 00mmeaocTynHbIX ceTsax Wi-fi:
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He mepenaBaii cBoro nuuHyro uHpopManuio uepe3 obmiemoctynabie Wi-Fi ceru.
PaboTtast B HHX, >KeJaTreiabHO HE BBOJUTH IMApOJIM JOCTYyNA, JIOTUHBI U KaKHUEe-TO
HOMEpA;

Hcnons3yit 1 0OHOBIISAN aHTUBUPYCHBIE MPOTPaMMBbI M OpaHaMayep. Tem caMbIM ThI
obe3omacuiib cedst OT 3aKaYKu BUPYCa Ha TBOE YCTPOICTBO;

IIpu ucnons3oBanuu Wi-Fi orkmoun ¢yakmuo «OOmmii goctyn k Qainam u
npunTepam». JlanHas (QyHKOHS 3aKpbiTa 1O YMOJYAaHUIO, OJHAKO HEKOTOpHIE
10JIb30BATEIN AKTUBUPYIOT €€ [yl yA00CTBa UCIIOJIb30BaHMs B paboTe uin y4ueoe;

He ucnonesyit nyonuunsiii WI-FI s nepenaun nuuHbIX JaHHBIX, HallpUMeEp JUIs
BBIX0/Ia B COIIMAJIbHBIC CETH MJIH B AJIEKTPOHHYIO TIOUTY;

Nnons3yit Tonpko 3amuinenHoe coenuHenue uyepe3 HTTPS, a ne HTTP, t.e. npu
Habope BeO-ampeca BBOAM UMEHHO «https://»;

B wmoOunbHoM Tenmedone otkiaroud  pyHkiuioo  «[logkmouenne k- Wi-Fi
aBTOMarnuyeckn». He nomyckail aBTOMAaTHYeCKOro MOJIKIFOUEHNs YCTPONUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COIzﬂlel]leble cemu

ConuanbHble CeTH aKTUBHO BXOJST B Hallly >KM3Hb, MHOTHE JIIOJU pabOTaIOT U KUBYT
TaM NOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUUIMapA 4elOBEK, YTO SIBJISETCS OJHOMN
celbMOM BceX JKMUTeJel IiaHeTbl. MHorue mosib30BaTeld HE MOHMMAlOT, 4To HHpopmanus,
pa3MelieHHasl UMU B COIIMAJIbHBIX CETSAX, MOXKET ObITh HalZIeHa U MCIOJIb30BaHa KEM YTOJHO, B
TOM YHCJIE HE 0053aTENBHO ¢ OJaruMu HaMEepEeHHSIMU.

OCHOBHEIE COBETEI IT0 0E30TIaCHOCTH B CoOHaJIbHBIX CETAX:

1.

2.

Orpannup CIHUCOK Jpy3e. Y TeOs B APY3bAX HE JODKHO OBITH CIy4allHBIX W
HE3HAKOMBIX JTIOACH;

3amuiaid CBOI YacTHYIO KU3Hb. He ykaspiBail maposu, TenedoHbl, aapeca, AaTy
TBOETO POXACHUS U APYryl0 JUYHYIO HH(OpManuio. 3I0YMBIIIJICHHUKA MOTYT
WCII0JIb30BaTh JaXke MH(OpPMALMIO O TOM, KaK Thl U TBOU POAMTENH ILIAHUPYETE
MIPOBECTU KAHUKYIIbI;

3amuiiail CBOIO peryTaiuio - Iep>Ku ee B UUCTOTE U 3aJlaBail cebe BOIpoc: XOTeln Obl
ThI, 4TOOBI APYrue MOJIb30BATEIN BUJEIHU, YTO Thl 3arpyxaeuis? [lomymaii, mpexzae
YeM UYTO-TO OMyOJIMKOBATh, HAITUCATh U 3arPYy3UTh;

Ecnu 1Bl TOBOpHILB € JIFOJbMHU, KOTOPBIX HE 3HAaEllb, HE UCIOJb3YH CBOE peaibHOe
UMS U JIPYryl0 JUYHYIO HHGOpMalMU: UMs, MECTO KHUTEIbCTBA, MECTO y4eObl U
npouee;

N3berait pazmerienus ¢potorpaduii B iHTepHETE, T/I€ THI H300pa)K€H Ha MECTHOCTH,
10 KOTOPOH MOKHO OTPEIEIUTh TBOE MECTOTIOI0KECHHE;

[Ipu peructpaiuu B COIMAIBHON CETH HEOOXOIMMO UCTOIH30BATh CIIOXKHBIE TTAPOJIH,
cocrosiue U3 OyKB ¥ MUQP U C KOTUIECTBOM 3HAKOB HE MEHee §;

Jl7is conansHOM CeTH, MOYTHl U APYTUX CAaWTOB HEOOXOJAMMO HCIOIb30BaTh Pa3HbIE
naponu. Torga ecnu Tebs B3IOMAIOT, TO 3JIOYMBIIIIEHHUKN MOTYYaT AOCTYI TOJIBKO
K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

Dnexmponnvle OeHveu

QHCKTpOHHLIe JACHBI' — OTO OYCHb YI[O6HBII71 cIoco0 HJ'IaTe)KefI, OJIHAKO CYIICCTBYIOT
MOIICHHUKHU, KOTOPLIC XOTAT HOJYYHUTDb 9TU ACHBI'U.

aﬂeKTpOHHLIe ACHbBI' TIOABUIIMCH COBCCEM HCIAABHO M MMCHHO HM3-3a 3TOI'O BO MHOTHX
rocyaapCrBax 10 CHUX IIOP HEC NPOIHNCAHO PO HUX B 3aKOHAX.
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B Poccun xe oHM (QYHKIMOHUPYIOT M O HHX YK€ NpPOMUCAHO B 3aKOHE, TIE HUX
pa3lensaloT Ha HECKOJIbKO BHAOB — AHOHMMHBIE M HE aHOHUMHbIC. PasHuima B TOM, 4TO
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3penraeTcss MPOBOJUTH omepanuu 0e3 HIeHTU(UKaIuu
M0JIb30BATENs, @ B HEAHOHUMHBIX WACHTU(DHUKAIIMH OJIB30BATENS ABISETCS 00s3aTEIHHOM.

Taxoke ciemyeT pa3nuyaTh SIIEKTPOHHBIC (pUaTHBIE AEHBIH (PaBHBI TOCYAAPCTBEHHBIM
BAJIIOTaM) U JIEKTPOHHbIE HEHUATHBIE IEHBI'M (HE paBHbBI TOCYJAPCTBEHHBIM BAIIOTAM).

OcCHOBHBIE COBETHI 110 O€3011aCHOM paboTe C ANEKTPOHHBIMU JEHbIaAMU:

1. TlpuBsxu K cyeTy MOOMIBHBINA TeneoH. DTO caMblil YAOOHBINH U OBICTPBINA CHIOCOO
BOCCTAaHOBUTH JOCTyN K cueTy. [IpuBs3aHHbIN TenedoH MOMOXKET, eciu 3a0yaeub
CBOM MUIATEKHBIN MapOJIb WK 3alHIE1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. HWcmonw3yii omHOpa3oBbie mapoiu. [locie mepexoga Ha YCHICHHYIO aBTOPH3AIUIO
Tebe y)Ke He OyAeT yrposKaTh OMaCHOCTb Kpa)Ku WJIU IepexBara MIaTeKHOro MapoJis;

3. Bwibepu crmoxsbIl mapoib. I[IpecTymamkam OyIeT HE TPOCTO YyralaTh CIOKHBIN
napoib. HanexHsle napoau — 3To mapoJsiu, KOTOpbI€ CO/IEPKaT He MEeHee § 3HAKOB U
BKJIIOUYAIOT B ce€0sl CTPOYHBIE U NMPOMUCHBIE OYKBBI, IHU(PHI U HECKOJIBKO CHMBOJIOB,
TaKWe KaK 3HaK JoJiapa, PyHTa, BOCKIHIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBO/AM CBOM JIMYHBIE JIAHHBIE HA CailiTax, KOTOPbIM HE JIOBEPSECIIb.

aﬂek'mpOHHa}l nouma

DNEeKTPOHHAS MTOYTa — 3TO TEXHOJIOTHS M MPEOCTABIISIEMBIC €10 YCIIYTH 10 TIEPECHIIIKE U
MOJTYYCHHUIO AJICKTPOHHBIX COOOIIEHUN, KOTOPBIE PACIPEICISIIOTCS B KOMITBIOTEPHOU CETH.
OO0OBIYHO AIEKTPOHHBIN IIOYTOBEIN SITITUK BBITJISIIUT CIEAYIOIIUM o0pazom:
UMsI_TIOJTh30BaTEIA(@WHUMS_JIOMEHA. TarkkKe KpoMme TMepeadyd MpPOCTOr0 TEKCTa, HNMEETCs
BO3MOJKHOCTbB TIepe/1aBaTh (hauJbl.

OCHOBHBIE COBETHI IT0 0€30TaCHOM PadbOTEe C AIEKTPOHHOHN MOYTOM:

1. Hano BeIOpaTh MpaBWIIbHBIN MOYTOBBIA CEpPBUC. B MHTEpPHETE €CTh OrPOMHBIN BHIOOD
OecIJIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIy4Ille JOBEPATh TEM, KOTO 3HAellb U KTO
MEePBBII B PEUTHUHIE;

2. He yka3piBaii B TUYHON mouTe JU4YHYIO MHMopMmaiuoo. Hampumep, nydiie BrIOpaTh
«MY3BIKQIbHBINA (haHaT@» uiu «pok2013» BMecTo «Temal3»;

3. Hcnonp3yii IByX3TanHY0 aBTOPU3ALKIO. DTO KOTJa IOMUMO MapoJisi HY>)KHO BBOJHUTh
KO/JI, MpUChIJIaeMblid 10 SMS;

4. BpiOepHu crmoXHBII maposib. [ KakIOro MOYTOBOTO SIIMKA JOJKEH OBbITh CBOM
HaJIeXKHBIM, yCTOMUMBBINA K B3JIOMY I1apOJib;

5. Ecnu ectb BO3MOKHOCTh HamucaTh CaMOMY CBOM JMYHBIH BOINPOC, UCHOIB3YH 3Ty
BO3MOKHOCTb;

6. Vcmonb3yii HECKONBKO IMOYTOBBIX SIIUKOB. [lepBBI 71 4acTHON MEPENUCKU C
ajgpecataMH, KOTOPbIM Tbl JIOBEpsiellb. OJTO OJJIEKTPOHHBIA aapec He HaAo
WCIOJIb30BaTh MIPH PErUCTpalvy Ha popyMax u caifTax;

7. He oTkpbiBail ¢ailnbl U qpyrue BIOXKEHHS B MUChMaX AaK€ €CIU OHU MPHIUIH OT
TBOUX Apy3ell. Jlydine yTouHu y HUX, OTIPABJISUIN JIU OHU TeOe 3Th (Hailiibl;

8. Tlocne oxoHuaHusi pabOTBl Ha TOYTOBOM CEPBUCE IMEpel 3aKPBITUEM BKIAJKU C
caiiToM He 3a0y/b HaXKaTh Ha «BBIATIY.
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Kubepbynnune unu supmyanvHoe uz0e6amenbcmeo

KubepOymnuHr — TpecieioBaHUE COOOIICHUSMH, COJEPKAIIUMH  OCKOPOJICHHUS,
arpeccuio, 3alyruBaHKe; XYJIUTaHCTBO; COIMAIbHOEC OOMKOTHPOBAHHME C MOMOIIBIO Pa3IMYHBIX
HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 O0PHOE ¢ KNOEPOYIITUHIOM:

1. He Opocaiics B 60i. Jlydmuii cioco0: mocoBeTOBaThCS Kak ceOsi BECTH U, €CITU HET

TOr0, K KOMY MOKHO OOpaTUThCSA, TO BHayajle YCHOKOUTHCS. Eciu Thl HayHellb

OTBEYAaTh OCKOPOJICHUSIMH Ha OCKOPOJICHMs, TO TOJBKO €Ile OOJIbIe Pa30kIKelIb

KOH(DITUKT;

VYnpasinsii cBoeil kubeppenyranuei;

3. AHOHMMHOCTH B ceTH MHUMas. CyIIecTBYIOT CHOCOOBI BBISICHHTH, KTO CTOHUT 32
AHOHMMHBIM aKKayHTOM;

4. He crout BecTH XyJauranckuii oOpa3 BUpTyanbHOU ®u3HU. HTEpHET pukcHupyer Bce

TBOU JICHCTBUS U COXPAHSET UX. Y IaJTUTh UX OyAET KpailHe 3aTpyTHUTEIHHO;

Colmroaii cBOI BUPTYATBHYIO YECTh CMOJIOY;

Urnopupyit enuuuunHblii HeratuB. OJIHOpPa30Bble OCKOPOUTEIbHBIE COOOIICHUS

Jyy4ilie UrTHopupoBaTh. OOBIYHO arpeccusi MpeKpalaeTcss Ha Ha4yaJlbHOM CTauu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHUSMH, B COLIMATIbHBIX
CeTSIX €CTh BO3MOJKHOCTH OJIOKMPOBKHM OTIPaBKU COOOLIEHUI C oOmpeaeneHHbIX
aJpecoB;

8. Ecim T1b1 cBuperens kubepOyumHra. TBoum OeHCTBUSA: BBICTYNUTh IPOTHB
IpecienoBarens, IM0Ka3aTh €My, 4TO €ro JeHCTBHsS OLEHHBAIOTCA HEraTUBHO,
NOJJEPKATh KEPTBY, KOTOPON HyKHA IICHXOJOTMYecKas IOMOIb, COOOLIUTH
B3pPOCIIBIM O (PAKTE arpecCUBHOTO MOBEAEHUS B CETH.

N

o o

Mobunvubiit meneghon

CoBpemeHnHble cMapT(OHBI U IIJIAHIIETHI COJAEPKAT B ce0e BIIOJIHE B3POCIHbII
(GyHKIMOHAN, U Temepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMH KOMIIBIOTEPAMH.
OpHako, CpeACTB 3alIUTHI AJIs MOJA00HBIX YCTPOUCTB MOKA OYEHb Majlo. TeCTUpOBaHUE U MOUCK
ySI3BUMOCTEH B HUX MPOUCXOIUT HE TaK MHTeHCUBHO, Kak i [IK, To ke camoe kacaercs u
MOOUJIBHBIX MPUIIOKEHHI.

CoBpemeHHbIe MOOMIIbHBIE Opay3ephl y:Ke MPaKTUUYEeCKH JOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHaKO pacimupeHue (yHKIMOHaIa Ble4eT 3a co00il OOJBIIYIO CIOXKHOCTH M MEHBIIYIO
3aIUIIEHHOCTD.

I[a.]'[eKO HC BCC NPOU3BOAUTECIIN BBIITYCKAKOT O6HOBJ'I€HI/I$I, 3aKPbIBAOIINEC KPUTUYCCKUC
YA3BUMOCTU UIA CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI 1151 0€301aCHOCTH MOOHMIIBHOTO TenedoHa:

1. Hwuuero He sBisleTcss Mo-HacrosieMy OecruiaTHbIM. Byap ocTopoxkeH, Beab Koraa
TeOe mpeanararoT OecCIIaTHBI KOHTEHT, B HEM MOTYT OBbITb CKPBITBI KaKHE-TO
IIJIATHBIE YCIIYTH;

2. Jlymaii, npexne yem otnpaButh SMS, ¢oto mim Bujneo. Thl TOYHO 3HAEIIb, TJI€ OHU

OyAyT B KOHEUHOM UTOTE?

Heo0x011M0 0OHOBIIATE OMEPALMOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Hcnonb3yil aHTUBUPYCHBIE IPOTPaMMBI JIJIs1 MOOWIIBHBIX TeIe(OHOB;

w
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5. He 3arpyxail npuiioKeHHsi OT HEU3BECTHOT'O UCTOYHUKA, BEJb OHU MOT'YT COJIEPKaTh
BpPEAOHOCHOE IIPOTPAMMHOE 00€CIICUEHHUE;

6. Ilocme TOro Kak THl BBIMJCIIH C CaliTa, I/ie BBOAWI JHYHYIO MH(POPMAILNIO, 321 B

HacTpoiiku Opaysepa u yaanmu cookies;

[leproauuecku npoBepsiii Kakue IJIaTHbIE YCIYT'M aKTUBUPOBAaHbI HA TBOEM HOMEDE;

8. [aBaii cBoii HOMEp MOOHMIBHOTO TenedoHa TONBKO JIFOISIM, KOTOPBIX Thl 3HACIIb H
KOMY JIOBEpSIEIIb;

9. Bluetoothnomken OBITH BBIKIIOYEH, KOTJa Thl UM HE ToJb3yenibcs. He 3a0biBait
MHOTJIa TIPOBEPSTH 3TO.

~

Online uepul

CoBpeMeHHbIE OHJAMH-UTPBl — O3TO KpPAaCOYHbIE, 3aXBaThIBAIOIINE pa3BICUYCHUS,
00BEAMHSIOINE COTHU THICAY YEJIOBEK M0 BceMy MUpY. VIrpoku uccienyroT NaHHBIM UM Mup,
oOIIaI0TCs IPYT € JIPYTOM, BBIIOJHSIOT 33JaHUs, CPAKAIOTCSI ¢ MOHCTPAMH U MOJIy4alOT OIBIT.
3a yIOBOJIBCTBUE OHU IJIATAT: MOKYHNAKOT JHUCK, OILUIAYMBAIOT a0OHEMEHT WM MpUOOPETaroT
KAaKHe-TO OIIIHH.

Bce atu cpenctBa uuayr Ha mHOAJEp)KaHWE M pa3BUTHUE WIPbl, a TaKkKe Ha caMmy
0€30MaCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbl aBTOPHU3AI[MH, BBIYCKAIOTCS HOBBIE NaT4d
(urdpoBkle 3amIaTKy Ui IPOrpaMM), 3aKpbIBAlOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX UTrpax CTOUT OIMAacaThbCsl HE CTOJIBKO CBOMX COMEPHHUKOB, CKOJIBKO KPaKH
TBOET0 NapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALIUU OOJIBIIIUHCTBA UTP.

OcCHOBHBIE COBETHI 110 OE€30M1aCHOCTU TBOETO UIPOBOTO aKKAayHTa:

1. Ecnu npyroi urpok BeaeT ceOs IMI0X0 WM CO3JaeT Tebe HEMPUITHOCTH, 3a0J0KUPYyH
€ro B CIHCKE UTPOKOB;

[loxanyiics agMUHHCTpaTOpaM WIPbl Ha IIJIOXO€ TMOBEACHHE HSTOTO0 HIpOKa,
JKeJlaTelbHO MPUIIOKUTH KaKHe-TO JI0Ka3aTeIbCTBa B BU/I€ CKPUHOB;

He yxaspiBait tnunyto nHpopManuo B mpodaiisie urper;

VYBaxkall Ipyrux y4acTHUKOB I10 UTPE;

He ycranaBnuBait HeoduinaabHble TATYU U MO/IBL;

Hcnonb3yit ciioXHbIE U pa3HbIe apoJIu;

Jlasxxe BO BpeMsi UIpbl HE CTOMT OTKJIIOYaTh aHTUBHpYyc. [loka Thl urpaemib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

N

No ok ow

Quiune unu Kpasca Tu4Hsblx OaHHbIX

OObIYHON KpaXked JeHer M JOKYMEHTOB CEroJHs Y€ HUKOro He ynuBufib, HO C
Pa3BUTUEM HHTEPHET-TEXHOJOTUM 3JOYMBIIUICHHUKH TEPEMECTUINCh B HMHTEPHET, U
MIPOJIOJIKAIOT 3aHUMATHCS «JTFOOUMBIMY JIETTOM.

Tak mosiBMIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILIUHT, IJIaBHAs LETb
KOTOPOT'O COCTOUT B MOJYyYE€HUM KOH(UIECHIMAIBHBIX JAaHHBIX I0Jb30BaTelIe — JIOTMHOB U
naposieit. Ha anrnuiickom sizbike phishing unrtaercst kak ¢ummnr (ot fishing — peiGnast o,
password — mapoJib).

OcHOBHBIE COBETHI IO OOPHOE € (PUIINHTOM:

1. Cnemu 3a cBouM akkayHTOM. Eciu Thl HOJ03peBaellb, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOJAWMO 3a0JIOKUPOBAaTh €€ M COOOLIUTH aAJMUHHUCTPATOPaM
pecypca 00 3TOM KakK MOKHO CKOPEE;
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2. Ucnonw3yih Oe3omacHble BeO-CaiiThl, B TOM 4YHCIE, HWHTEPHET-MArasuHoB U
IIOUCKOBBIX CUCTEM;

3. Hcnoub3yit ciioxHble M pa3Hble maponu. Takum oOpa3oM, eciau Teds B3JIOMAIOT, TO
37OYMBIIIJICHHUKH TOJIy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B3IOMand, TO HEOOXOAMMO TMPEIyNpenuTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE T0OABIIEHBI Y T€OsI B IPY3bsIX, O TOM, 4TO TeOs B3JIOMAJIM M, BO3MOYKHO, OT

TBOETO UMEHH OY/IET pacChUIATHCS CIIaM M CCHUTKU Ha (DUIIIMHTOBBIEC CANTHI,

YcranoBu HagexHbIi mapois (PIN) Ha MoOWIBHEINA TenedoH;

OTxIIroun coxpaHeHue napoJs B Opaysepe;

7. He otkpsiBail (ailnbl U Apyrue BIOKEHUS B MUCbMax Ja)XXe €CIIM OHU MPHUILIA OT
TBOUX Jpy3ell. JIyuiie yTouHu y HUX, OTHPABIISUIM JIM OHU TeOe 3TH (paitIbl.

o o

Lugposas penymayus

Hudposas pemyrauus - 3TO HETaTUBHAS WM NO3UTHBHas MH(pOpMalus B CeTH O Tele.
Kommnpomerupytomast uHpopMmaiusi pa3MmellleHHas B HHTEPHETE MOXKET CEpbe3HbIM 00pa3zom
OTpa3uThCs Ha TBOEH peanbHOU xu3HU. «{udposas penyrauus» - 3T0 TBOM UMUK, KOTOPBII
dbopmupyetcs u3 nHdopmanuu o Tede B UHTEPHETE.

TBoe MecTo KUTEILCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOXKEHHE, 0COOCHHOCTH XapakTepa
M paccKasbl 0 OJIN3KHX — BCE 9TO HAKAIUINBAETCS B CETH.

MHor#e MoIPOCTKH JIETKOMBICJICHHO OTHOCSTCS K MyOJHUKAlMU JINYHOH MH(POPMAIUU B
WuTepHere, He MOHMMAs BO3MOXKHBIX MOCTEACTBHI. ThI Jake HE CMOXEIb J0TaIaThCsi O TOM,
yTo pororpadus, pazmenieHHas S €T Ha3a/, cTajla MPUIMHON OTKa3a MPUHAITH TeOs Ha padoTy.

KommenTtapun, pasmemieHue TBoux Qororpaduii u Apyrue HOeHWCTBUS MOTYT HeE
HCYE3HYTh JaXke€ IOCJe TOro, Kak Thl MX yJalWilb. Tbhl HE 3Haellb, KTO COXpPaHWI 3Ty
uH(popMalIKIO, ToNala M OHa B MOMCKOBBIE CUCTEMBbl U COXpaHWJIACh JIU OHA, a IJIaBHOE: YTO
MOAYMAaroT 0 Tebe OKpyKarolllee JIIoJW, KOTOpble HaWayT U yBuaar 3to. Haiitu undopmanuio
MHOTO JIET CIIyCTS CMOXET JI000H — Kak M3 AO0OpbIX MOOYXKAECHUW, TaK M C HaMepeHUEM
MPUYMUHUTE Bpell. ITO MOXKET ObITh KTO YTOJHO.

OCHOBHBIE COBETHI 10 3aIIUTE U(POBON PEITyTAIIHHN:

1. Tlomymaii, mpexae 4eM 4YTo-TO MyOJIMKOBaTh M IepeiaBaTh y ce0s B Oinore win B
COIIMAJIBHOM CETH;

2. B nHactpoiikax npouis ycTaHOBH OTPaHUYCHHUS HA MIPOCMOTP TBOETO MPOQWIIS U €ro
COJICPKMMOTO, CICIIai ero TOIBKO «UIs APY3eh»;

3. He pa3memait u He yka3biBaii HHQOpPMAIHIO, KOTOPask MOXKET KOTO-ITHO0 OCKOPOJISATh
HJIM OOHKATh.

Aemopckoe npago

COBpeMeHHHC MKOJIBHUKHW— AaKTHUBHBLIC II0Jb30BaTCIN I_II/I(I)pOBOl"O IMPpOCTPAHCTBA.
O,Z[HaKO JaJICKO HC BCC 3HAKOT, YTO IIOJIB30BAHHWC MHOTHUMH BO3MOXXHOCTSIMU I_II/I(I)pOBOl"O Mupa
TpeGyeT COGJ’IIO,[[CHI/IH IIpaB Ha UHTCIIJICKTYaJIbHYIO COOCTBEHHOCTb.

TepMuH «uHTEIUIEKTyalnbHass COOCTBEHHOCTbY» OTHOCHTCS K Ppa3jIMYHBIM TBOPEHHSIM
YeJIOBEUECKOro yMa, HauMHasi ¢ HOBBIX M300pETeHUIl U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha TpPOAYKTHI W YCIYTH , W 3aKaHuuBas KHUTaMH, (oTorpadusmMu, KUHOPWIBMaMH U
MY3BIKaJIbHBIMH [TPOU3BEACHUSMHU.
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ABTOpCKHE ITpaBa — 3TO IIpaBa HA MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh HAa IIPOU3BEACHUS
HayKH, JINTEPATYpbl U UCKyCcCTBA. ABTOPCKHUE IIpaBa BHICTYAIOT B KAU€CTBE rapaHTUU TOTO, YTO
MHTEIUICKTYaJIbHBIN/TBOPUYECKUN TPyA aBTOpa HE OyJEeT HANpacHBIM, JacT €My CIIpPaBeUIMBHIE
BO3MOXHOCTH 3apa0oTaTh Ha pe3yjbTaTax CBOETr0 TPy[a, MOJIYYUTh W3BECTHOCTh U MPU3HAHUE.
HuxkTo 6e3 paspemieHust aBTopa He MOXET BOCIIPOU3BOJUTH €ro MPOU3BEICHHE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPHUPOBATh, IPOJAaBaTh, HMMIIOPTHPOBATH, IyCKaTh B IPOKAT, ITyOJIHMYHO
WCTIOJHATD, TIOKA3bIBAaTh/HCIIOIHATH B dHpe WM pa3memars B IHTepHeTe.

Hcnonb3oBaHnue «IUpaTcKoOro» NporpaMMHOrO 00ecreyeH sl MOKET IPUBECTH K MHOTUM
pUCKaM: OT NHOTEpPH JaHHBIX K TBOMM aKKayHTaMm /0 OJIOKHPOBKH TBOETO YCTpOICTBa, rie
YCTaHOBJICHHBIM HE JierajibHas mnporpamma. He crtout Ttaxke 3a0bIBaTh, YTO CYILECTBYET
JerajgbpHble U OecIIaTHbIE MPOTPaMMbl, KOTOPbIE MOYKHO HAWTH B CETH.

O nopmane

CereBUYOK.p) — TBOM TJaBHBI COBETYMK B CETU. 3/1€Ch Thl MOXEIIb Y3HATh O
0€30MacCHOCTH B CETH TOHSTHBIM U JIOCTYITHBIM SI3BIKOM, @ NMPU BO3HUKHOBEHUHM KPUTHUYECKOU
CUTyallM OOpaTUTHCSA 32 COBETOM. A TaKKe MPHHATH y4acTHe B KOHKYpCaX M CTaTh CaMbIM
U(PPOBBIM TpAKTAHUHOM!
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